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* Love breaking things

* Co-Founder of various open source and open hardware
projects like OpenPCD.org, OpenBeacon.org where |
designed the first open 13.56 MHz hardware design.

* RFID & Hardware Security Researcher (broke HID
iClass security)

* Enjoy designing secure ultra low power wireless sensors
with privacy-enabled protocols and services.

* In my private time | love making/grokking things. | am
currently playing with RGB strips to create light
paintings.



http://www.openpcd.org
http://www.openbeacon.org
http://www.openpcd.org/images/HID-iCLASS-security.pdf
https://plus.google.com/photos/+MiloschMeriac/albums/6048689431673334705?authkey=CMHN9vLwta24bg

OPENPCD.ORG

PASSIVE RFID

r 13.56 MHZ WITH NFC SUPPORT

% Open Hardware and Open
Firmware

! % ARM Cortex-M3 LPC134x -
flashed via USB Mass

Storage

% Security Research Tool:
boatload of test signals for
Oscilloscope via two U.FL
sockets

) % Compatible to LibNFC and
MIFARE Classic cracking

tools
% See also RFID sniffer tools



http://www.openpcd.org/
http://www.openpcd.org/OpenPICC_SnifferOnly_13.56MHz

e OPENBEACON.0RG ¢

ACTIVE RFID TAG

REAL TIME CONFERENCE TRACHING
% Started with tracking 1000 people

at the CCC conference in Berlin in

2006

% 2.4GHz + 8bit PIC microcontroller

% Detects human interaction in real
time

% Open Hardware & Software



http://www.openbeacon.org/
http://www.rfidjournal.com/articles/view?2964
http://www.openbeacon.org/OpenBeacon_Tracker_API_Installation
http://www.openbeacon.org

, NUIT BLANCHE

TORONTO, CANADA

( * 960 wireless OpenBeacon
r 2.4GHz AC dimmers

( % perfloor wireless-toEthernet
( gateways

( % real time UDP protocol,

( each floor forwards only

( the data for it’s lights

% one wireless packet per
floor

% Chaos Communication
Protocol for resilient
realtime animations
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http://www.apple.com
http://www.openbeacon.org/Blinkenlights_WMCU
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If you have interesting projects or need my help - feel free to
contact me at meriac.com



http://www.apple.com
https://www.thingiverse.com/thing:542381
https://www.flickr.com/groups/blinkenstick/pool/
http://www.openpcd.org/OpenPICC_SnifferOnly_13.56MHz
https://www.thingiverse.com/thing:542381
http://www.openpcd.org/Holistic_NFC_hacking_2012
https://meriac.com

GET.OPENBEACON.ORG

ABOUT BLUETOOTH  HARDWARE JUFTWARE  ADPLICATIONS
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* * *
2 1GHZ ISM 19 CHANNELS SIMDLE

* 2402-2480 MHz

* 1 Mbps

* GFSK (modulation
index 0.5)

* range between
30m to 150m

BLUETOOTH LOW ENERGY

% 3 advertisement
channels (2402,
2426 and 2480
MHz)

% 37 data channels

with 2 MHz

spacing

46

Bluetooth

% 1 byte preamble
OxAA or 0x55

% 4 byte access
address for target
(Ox8E89BED6 ?or
advertisement
channel)

* 2 to 29 byte
Protocol Data Unit

% 3 byte CRC for PDU

% PDU & CRC

whitened per
channel



IBEACON PROTOCOL EXAMPLE

Preamble PDU CRC

Advertising Channel PDU

Header | MAC address |  Data
(2 bytes) | (6 bytes) | (0-31 bytes)

[ A S S s

39

2480 MHz



http://www.havlena.net/en/location-technologies/ibeacons-how-do-they-technically-work/

™ ODENBEACONHORDWARE <
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LATEST HARDWARE

HARDWARE SPECIFICATION

% Bluetooth Low Energy Protocol

% 3D accelerometer for realtime
movement detection

% OpenBeacon proximity & tracking

protocol

% 8MB of external flash for offline-
logging of tag-to-tag proximity
encounters and movement

* 32-bit ARM Cortex MO CPU
based on the nRF51822 SoC from

Nordic Semiconductors

* 256KB flash & 16KB SRAM



http://get.openbeacon.org/device.html
https://vimeo.com/108047361

e ODENBEACON HARDWORE —
LATEST READEN

HARDWARE SPECIFICATION

% BeagleBone Black Cape

% Add precision RTC with CR2032
battery buffering

% 3D accelerometer for theft
detection

% 2 nRF51822 Interfaces better
reception (Diversity)

%* WIFI-Compatible RPSMA antennas
(5dBi)

% 100 MBit Ethernet

% WIFI Meshing planned




% Can act as a reader in
combination with a tag
% Fastening clip for tags available

2 DEBUG ADAPTER

¢ USER FRIENDLY INTERFACE

: * Interfaces to JLink SQO/JTAG

) Debugger or nRF51-DK with

) integrated SWO debug interface

) % provides serial over USB serial

) interface for convenient printf
o c deb.ugging .
DT ) % Spring loaded pogo pins for
L ) flashing a large number of tags
A i ( % provides 3.3V power over USB

' (
)
)




TOOLCHAIN INSTALLATION

i i

BET (0M TOOLCHAIN BET DEBUGGER  GET JI.INIJ JOFTWARE GI':T OPENBEACON-NG
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IBEACON

In our source tree you can find The physical web beacon Due to Bare Metal Access to
both an iBeacon reader and firmware allows advertising of the radio interface,

an iBeacon tag example. URL’s - clients are available for mischievous Bluetooth devices
The reader decodes iBeacon |OS and Android can be easily created.
advertisements and prints them The first example in a series of
on a 3.3V serial interface in upcoming devices allows the
text format. creation of an arbitrary

The reader can be connected amount of virtual BLE devices
with little effort to Arduino or on the fly to confuse people

similar devices. scanning for their devices.


https://github.com/meriac/openbeacon-ng/tree/master/firmware/nRF51/tag-physical-web
https://github.com/meriac/openbeacon-ng/tree/master/firmware/nRF51/tag-mischief
https://github.com/meriac/openbeacon-ng/tree/master/firmware/nRF51/reader-ble
https://github.com/meriac/openbeacon-ng/tree/master/firmware/nRF51/tag-ble-beacon

ENTRY LEVEL EXAMPLE

Nearby Beacons EXAMPLE CODE

OpenBeacon NG
http://get.OpenBeacon.org

OpenBeacon NG : OpenBeacon.org Active 2.4 GHz
RFID tracking



http://get.openbeacon.org/source/
https://github.com/meriac/openbeacon-ng/tree/master/firmware/nRF51/tag-physical-web
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"\@Aerotono\®Alcohol\PAlc
"\PAniso\@Anthraco\@Anth

11} » A ¥,

(Contaminated Dromograph)

B37158E3-8F07-024A-1080-9F751B2B43FF

(Reselected Chalcograph)

A1ALEDO4-8018-4478-CB4C-1ABIDO248026

(Osteoblastic Cerebrometer)

00AC1C59-8284-A290.20E0-98FBASEETIOE

(Zooscopic Epidiascope)

ATGCATFS-0BOA-00CT-0554-G4000IAF2D

(Atonalistic Dendrograph)

142310DA-2F42-6ED9-2ATD-4BACCHFESEBF

(Inspirometer)
DDSFF793-E43B-7T150-B34F-ACT3AB52320D

(Telautograph)

BAFDBFE6-396D-03C2-0E60-495DA0BF3ESS

(Gemological Hemacytometer)

JAOFFIF-026F-2029-3342-7CII20004202

(Concinnated Aphengoscope)

CDBEEQAC-IDCE-0196-5E90-JEATBIFBF1AD

(Miscorrected Hektograph)

39CCSBBI-A93D-4C8A-FDD1-2121C4CTD505

(Predilected Angiometer)

3457BCAF.CBA7-CDE4-53A7-023DCBCEF27E

(Undiametric Stenograph)

"\@Thermo\@Tinto\OTitri\
"\@Ungeo\BUnhygro\eun\ouU

D) ) ) ) ) ) ) ) ) ) ) ) ) ) ) ) ) )

(Germanistic Vacuometer)

3201CAL6-THOIC 4CE7-1TII-AECFOADIATIO

(Elliptograph)

1C1CATO2-5ADY - T E2-COI2-DGADOLIZI AST

(Apple TV)

(Eclectical Magnetometer)

0CINFDEA-I0C0-1080-COW -2607LCOTO1 81

(Reselected Chalcograph)

ATADEDOS-8018-44T8-C84C- 1 ABIDOT9802¢

(Pseudosematic Stethoscope)

(Osteoblastic Cerebrometer)

00ACTICED-8284.A290- 2000 96F BLSELTINE

(Zymosimeter)

(Capitalistic Albedograph)

AF1851 3458 AT2CFan BETETSFCTTE

(Accelerometer)

CTISIEFT-BSBO-FBI-FT4D-5CH451CHB0S

(Diaphanoscope)

B165HCEDR ATGE-8551.TF00- 673811605 BE2

(Pupiferous Nephelometer)

SICHA67-0I04-1ARL- 3870 -CAOCLEATSICE

(Preeliminated Palatometer)

EARIEFI9-CRALSTRIIEFI-A200MWESRT AR

(Urinometric Micrometer)

IFSCRIAL-LI0A-51 DY -FIEROE47SEFFI20F

(Acronycal Brontograph)

OOCHMIST -DEAE-2912-0CR2-0C101B0F27T 19

(Zonated Auscultascope)

OOBSOF43-CI41 - 429C-ABDA-QDTATOCG AD2

(Hydrometric Olfactometer)

AF205A01 6TT4-FETIA2CS ALTTTSARGEF

(Geodiferous Coronagraph)

QACIE2IC4906-2730-3£80-CORNDCH LIOF

(O actomeatric Voltamatar)

Exit Advanced

ADVANCED EXAMPLE

08:09
TI BLE Multitool

Clear All

Disconnect All

MISCHIEVOUS TAG


http://www.apple.com

QUESTIONS ?



http://www.openbeacon.org/OpenBeacon_Tracker_API_Installation
https://github.com/meriac/openbeacon-ng
http://www.openbeacon.org/git-view/openbeacon/snapshot/openbeacon-master.tar.bz2
http://www.openbeacon.org/git-view/openbeacon/snapshot/openbeacon-master.zip

HOW WE WORL
INSPIRING

PRODUCING @
SUBTITLE @ SUBTITLE

CDEﬂTlNG@ @DDUNUTING
SUBTITLE SUBTITLE

JELLING

SUBTITLE




CONTACT US

Califormia !

9 :
1 S~
The Westin St Francis post S f
ormia St Lower Pacific gush S suner St San Francisco Hotel ka
Calif oo St Heiaht on Union Square _
gnis Van Ness ot Yerba Buena
The Cathedral Plaza o‘faﬂen - E{ s Center for
H Center ) . : the Arts
UCSF Medical Western 4 Little Saigon >
Center at Additi -~
Mount Zion HON © 4oy 8t Turk St

4
Golden Gat¢ pore Whole Foods (24

Market ©°
San Francisco
Ciy Hall * =

Z %
& end AT&T
Somh Of Gene Fnend 6‘, ) .Pl‘ll

s Recreason -~
Market Center @ SOMA  China Basin
v;’ % A it Ca 2
Patricia's ’ @ S

g

' &
— San % ¢ & / wwwoDETDUSLIDESOXX
Panhandle  oak St Lower [ Hayes Francisco §  AMShel /| Mission Bay

Haight Valley ‘ .

Hermann St 11 DNA Lounge |
Haight 7Y Duboce Ave %, —=  Calfornia Colleg‘e of
i Duboce S the Arts-Sanfrancisco
Frederick * o \ath St
o
@

3

¥l Campus
. | 9
Vista Park
~ole Valley

e ronanly o EtnY D

Chez Papa i

Eureka

&
Valley @
1] 16th St
Museum

Mission
Buena Vista Dolores

Castro
round 17th St Theatre &

1S wiosiod

Randall

i

any SSON WA S

&
ftan

Bistrot
Mission

The Castro 7y Playglfxmd
Mission =

L Conie G (658) 695143236

0 4 _ /


http://WWW.RETROSLIDES.XX
http://WWW.RETROSLIDES.XX
http://WWW.RETROSLIDES.XX

FACEBOQN

WWW.FACEBOOW.COM/RETROSLIDES

MYSPACE

WWW.MYSPACE.COM/RETROSLIDES

IWITTER

WWW.TWITTER.COM/RETROSLIDES

LINHEDIN

WWW.LINREDIN.COM/RETROSLIDES

FLICHR

WWW.FLICUR.COM/RETROSLIDES

TUMBLR

WWW.TUMBLR.COM/RETROSLIDES

VIMEQ

WWW.VIMEO.COM/RETROSLIDES

DEVIANTART

WWW.DEVIANTART.COM/RETROSLIDES



http://WWW.FACEBOOK.COM/RETROSLIDES
http://WWW.FACEBOOK.COM/RETROSLIDES
http://WWW.FACEBOOK.COM/RETROSLIDES
http://WWW.FACEBOOK.COM/RETROSLIDES
http://WWW.FACEBOOK.COM/RETROSLIDES
http://WWW.FACEBOOK.COM/RETROSLIDES
http://WWW.FACEBOOK.COM/RETROSLIDES
http://WWW.FACEBOOK.COM/RETROSLIDES

THANK YOU

HTTD.//WWW ODENBEACON.0RG/



http://WWW.RETROSLIDES.XX

